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	Section 8 —  Security Management (SEC)

	Applicability
Section 8 addresses the management of operational security in accordance with requirements of an Air Operator Security Program (AOSP). This section is applicable to all operators. 
Individual provisions or sub-specifications within a provision that: 
· Do not begin with a conditional phrase are applicable to all operators unless determined otherwise by the Auditor.
· Begin with a conditional phrase (“If the Operator...”) are applicable if the operator meets the condition(s) stated in the phrase. 
Where operational security functions are outsourced to external service providers, an operator retains responsibility for the conduct of such functions and will have processes to monitor applicable external service providers in accordance with ORG 3.5.2 located in Section 1 of this manual to ensure requirements that affect the security of operations are being fulfilled. 

	General Guidance
Definitions of technical terms used in this ISSM Section 8, as well as the meaning of abbreviations and acronyms, are found in the IATA Reference Manual for Audit Programs (IRM).


 
 
	1 Management and Control


 
1.2 Air Operator Security Program (AOSP)
	SEC 1.2.1 The Operator shall have a formal Air Operator Security Program (AOSP) that includes: 
i. The requirements of the civil aviation security program of the State of the Operator (hereinafter, the State);
ii. Applicable requirements of other states where operations are conducted;
iii. The security standards of the Operator. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed the AOSP. 
☐ Examined operator-specific security requirements and standards. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definitions of Act of Unlawful Interference, State, State Acceptance and State Approval.
An operator is required to have an AOSP in order to: 
· Protect customers, personnel and assets from any act of unlawful interference;
· Comply with regulatory requirements.
The name of an operator’s security program may vary based on the regulatory jurisdiction. Examples of typical alternative names to AOSP include ACSP (Air Carrier Security Program) and ASP (Airline Security Program). 
The Security Program may be structured in accordance with the template provided by the State of the Operator or other relevant state (where operations are conducted). 
The State may issue a standard security program with which all operators must comply (operators may apply for exemptions or amendments, as applicable). In such cases, the standard security program of the State is typically recognized as the AOSP of the operator. The AOSP typically also includes other company manuals and procedures that provide carrier-specific details. 
A standard security program may be acceptable in meeting security requirements of other states, or the operator may be required to submit individual security programs tailored to meet requirements of other states. An operator must satisfy the security requirements of all applicable states for the purpose of meeting the intent of this standard. 
The Security Program is normally approved or accepted (i.e. no notice of deficiency or equivalent is issued) by the relevant state. 


 
 
1.7 Security Manual
	SEC 1.7.1 The Operator shall have a Security Manual or equivalent document that provides guidance for the implementation of the AOSP to ensure applicable personnel have the direction necessary to implement security measures. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed security manual, including separate documents where applicable. 
☐ Examined selected contents of the security manual. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
An operator may have more than one security manual (e.g. where security responsibilities are delegated to various departments or by geographic locations, each with distinct security requirements). All documents comprising an operator's security manual (or equivalent document) are considered controlled documents. 
The content of the security manual (or equivalent document) typically addresses the following subject areas, as applicable to the operator's type(s) of operations conducted and specific security requirements: 
· Definitions of technical terms associated with the AOSP;
· Authority and applicability of the AOSP;
· Recruitment and training of operational security personnel;
· Security threat assessment;
· Movement of aircraft and evacuation of passengers following bomb alerts;
· Security crisis management plans at airports served;
· Scrutiny of electronic items in the aircraft cabin and in checked baggage (based on threat level);
· Segregation of departing passengers in airport facilities;
· Public awareness of security;
· Detection equipment and technology;
· Passenger risk assessment and enhanced screening;
· Security of checked baggage;
· Screening of checked baggage;
· Security of cargo, express parcels and mail;
· One-stop security;
· Measures for addressing unruly passengers.


 
 
	2 Training and Qualification


 
2.1 Training Program
	SEC 2.1.1 The Operator shall have a security training program that includes initial and recurrent training, and is in accordance with requirements of all applicable state(s). The security training program shall have a balanced curriculum of theoretical and practical training to ensure: 
i. Personnel, employed by or under the control of the Operator who implement security controls, have the competence to perform their duties; 
ii. Flight and cabin crew members and frontline aircraft ground handling and cargo handling personnel are able to act in the most appropriate manner to minimize the consequences of acts of unlawful interference and/or disruptive passenger behavior. (GM)
Note: 
Applicable personnel shall complete initial security training prior to being assigned to operational duties.

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed security training program (focus: approval/acceptance by State; meets applicable requirements of other states). 
☐ Interviewed responsible manager(s). 
☐ Examined selected security training program curricula (focus: contain theoretical and practical training elements). 
☐ Examined selected ground/cargo handling personnel training records (focus: completion of initial/recurrent security training). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Training may be sub-divided for line managers/supervisors, aircrew, ramp workers, cargo personnel and other personnel who are directly involved in the implementation of security measures and thereby require an awareness of obligations to the AOSP. 
The security training program is typically integrated into the normal training curriculum for operational personnel, and need not be stand-alone training. 
The proportion of theoretical and practical training is typically based on requirements of the State. For certain functions or duties there may not be a practical component. 
The scope of recurrent security training, as well as the specific subject matter included, may vary in accordance with requirements of the applicable authorities and the security policy of the operator. 


 
 
	3 Security Operations


 
3.4 Passengers and Cabin Baggage
	SEC 3.4.1 If the Operator conducts passenger flights, the Operator shall have a process to ensure originating passengers and their cabin baggage are subjected to screening prior to boarding a passenger aircraft for; 
i. An international flight;
ii. As required by the applicable aviation security authority, a domestic flight. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to ensure all passengers and their cabin baggage are screened prior to boarding a passenger aircraft for international flights. 
☐ Identified/Assessed process(es) for the screening of originating passengers and their cabin baggage for domestic flights (if required by the applicable aviation security authority). 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definition of Domestic Flight.
The effective screening of all passengers and their cabin baggage is recognized as an essential element in achieving a safe and secure operation, and forms part of the passenger handling procedures contained in the AOSP. 
Technical equipment used for the screening of persons and baggage has certain limitations. Archway metal detectors and hand-held metal detectors, for example, cannot detect non-metallic weapons and explosives. Even conventional X-ray equipment does not always image or define explosive material effectively. To compensate for such limitations, or to introduce a random element into the selection process, it may be advisable to conduct an additional search of passengers and cabin baggage after they have been screened. The additional screening can be performed by hand or by technical means, such as explosive trace detection (ETD), full-body X-ray, explosive particle or vapor detection portals and/or other approved advanced technological methods. 
It is recommended that screening equipment used to assist screening personnel is capable of detecting explosive materials and/or explosive devices that might be carried by passengers either on their person or in cabin baggage. 
Specific guidelines and procedures are developed and training given to personnel, for addressing persons with special needs.


 
 
3.7 Cargo Shipments
	SEC 3.7.1 If the Operator transports revenue or non-revenue cargo, the Operator shall have a process to ensure cargo shipments for transport on all flights have been subjected to the appropriate security controls, including screening where required, as established by the applicable state(s) prior to being loaded onto an aircraft. 

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to ensure cargo has been subjected to the appropriate security controls. 
☐ Identified/Assessed process(es) to ensure security controls performed on cargo meet the requirement of the applicable state(s). 
☐ Examined selected records that reflect implementation of cargo security controls. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.
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