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Section 8 — Security Management (SEC)
	Applicability
Section 8 addresses the management of operational security in accordance with requirements of an Air Operator Security Program (AOSP). This section is applicable to all operators. 
Individual SEC provisions or sub-specifications within a SEC provision that: 
· Do not begin with a conditional phrase are applicable to all operators unless determined otherwise by the Auditor.
· Begin with a conditional phrase (“If the Operator...”) are applicable if the operator meets the condition(s) stated in the phrase. 
Where operational security functions are outsourced to contracted external service providers, an operator retains responsibility for the conduct of such functions and will have processes to monitor applicable external service providers in accordance with SEC 1.11.2 to ensure requirements that affect the security of operations are being fulfilled. 

	General Guidance
Definitions of technical terms used in this ISM Section 8, as well as the meaning of abbreviations and acronyms, are found in the IATA Reference Manual for Audit Programs (IRM).


1 Management and Control

1.1 Management System Overview
1.2 Air Operator Security Program (AOSP)
	SEC 1.2.1

	The Operator shall have a formal Air Operator Security Program (AOSP) that includes: 
i. The requirements of the civil aviation security program of the State of the Operator (hereinafter, the State);
ii. Applicable requirements of other states where operations are conducted;
iii. The security standards of the Operator. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed the AOSP. 
☐ Examined operator-specific security requirements and standards. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definitions of Acts of Unlawful Interference, State, State Acceptance and State Approval.
An operator is required to have a AOSP in order to: 
· Protect customers, personnel, assets and customer goods from any act of unlawful interference;
· Comply with regulatory requirements.
The name of an operator’s security program may vary based on the regulatory jurisdiction. Examples of typical alternative names to AOSP include ACSP (Air Carrier Security Program) and ASP (Airline Security Program). 
The Security Program may be structured in accordance with the template provided by the State or other relevant states (where operations are conducted). 
[bookmark: 0.401835597700889]△ The State may issue a standard security program with which all operators must comply (operators may apply for exemptions or amendments, as applicable). In such cases, the standard security program of the State is typically recognized as the AOSP of the operator. The AOSP typically also includes or refers to other company manuals and procedures that provide operator-specific details. 
A standard security program may be acceptable in meeting security requirements of other states, or the operator may be required to submit individual security programs tailored to meet requirements of other states. An operator must satisfy the security requirements of all applicable states for the purpose of meeting the intent of this standard. 
The AOSP may be approved or accepted (i.e. no notice of deficiency or equivalent is issued) by the relevant state.
The AOSP may include security sensitive information as required by the State. In such case, the AOSP would normally include a description of dissemination of security sensitive information in a way that ensures the required level of data protection. 
Refer to Guidance associated with SEC 1.4.1 for additional information.


 
 
1.3 Authorities and Responsibilities
	SEC 1.3.1

	[bookmark: 0.401835597700890]△ The Operator shall ensure the SeMS defines the authorities and responsibilities of management personnel within the SeMS and provides a general description of security responsibilities for categories of non-management personnel within the SeMS as documented in the AOSP. The SeMS shall specify: 
i. The levels of management with the authority to make decisions that affect operational security;
ii. Responsibilities for ensuring security functions are performed and procedures are implemented in accordance with applicable regulations and standards of the Operator; 
iii. Lines of accountability throughout the SeMS, including direct accountability for security on the part of senior management; 
iv. Responsibilities of members of management, irrespective of other functions, as well as of non-management personnel, with respect to security performance of the SeMS. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
[bookmark: 0.401835597700894]△ ☐ Identified/Assessed defined management/non-management authorities and responsibilities throughout the SeMS. 
☐ Interviewed designated management representative(s). 
☐ Examined job descriptions of selected management/non-management personnel in security management. 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to Guidance associated with ORG 1.3.1 located in ISM Section 1.


 
 
1.4 Communication
1.5 Provision of Resources
1.6 Documentation System
	SEC 1.6.4

	[bookmark: 0.401835597700913]△ If the Operator has external service providers conduct outsourced operational security functions, the Operator shall have a process to ensure such external service providers receive information regarding security directives and instructions in a timely and secure manner that meets requirements of the AOSP. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to circulate relevant security information to external service providers. 
☐ Interviewed responsible manager(s). 
☐ Examined selected examples of information provided to external service providers. 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definition of Outsourcing.
[bookmark: 0.401835597700914]□ The operator would have a central source of information for security procedures that is automatically updated in case of approved changes. Obsolete versions would only be accessible for archiving/historical purposes. The main source of information would be electronic and found in a specific/dedicated library. Printouts of the procedures would be considered as backup solutions. Personnel of a service provider with a need to know would have to know how to obtain or access copies from the single information source and that a new copy must be produced to ensure use of a current document version. 


 
 
1.8 Records System
1.9 Management Review
1.10 Quality Assurance/Quality Control Programs
Quality Assurance
Quality Control
1.11 Quality Control of Outsourced Operations and Products
	SEC 1.11.4

	[bookmark: 0.401835597700942]△ If the Operator has operational security functions conducted by external organizations not under the control of the Operator, the Operator shall have methods, as permitted by the applicable civil aviation security authority, for the monitoring of such functions to ensure, as permitted, implementation of outsourced security measures is in compliance with its AOSP. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Observation)
☐ Implemented not Documented (Observation)
☐ Not Documented not Implemented (Observation)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified operational security functions conducted by external organizations not under the control of the operator. 
☐ Identified/Assessed methods used by the operator for monitoring functions to ensure that security controls are implemented. 
☐ Interviewed responsible manager(s). 
☐ Examined selected records of monitoring the external organizations that conduct security functions. 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
[bookmark: 0.401835597700943]△ Security procedures may be performed by law enforcement agencies, civil aviation authorities, airport authorities or other organizations not under the control of or under contract to the operator. When the operator has no direct authority over the organization performing the security measures, oversight and verification functions could be performed via inspections and reporting in case of incidents or deviation from the standard operating procedures. 
If permitted by law or the applicable civil aviation security authority, the operator might assess the quality of such security procedures through the use of tests, surveys and/or exercises. 
This recommended practice is applicable to all security procedures required under the security program of the State, state of operation or the operator. 


 
 
1.12 Operational Reporting
	SEC 1.12.1

	[bookmark: 0.401835597700944]△ The Operator shall have an operational security reporting system that is implemented throughout the organization in a manner that: 
i. Encourages and facilitates personnel to report security incidents and security occurrences pertaining to the Operator;
ii. Ensures mandatory reporting in accordance with applicable regulations;
iii. Includes analysis and management action as necessary to address security issues identified through the reporting system. (GM)  

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
[bookmark: 0.401835597700947]△ ☐ Identified/Assessed system for operational personnel to report security incidents and security occurrences (focus: system urges/facilitates reporting of security/safety concerns; includes analysis/action to validate/address reported security/safety concerns). 
☐ Interviewed responsible manager(s). 
☐ Examined selected reports submitted by operational personnel. 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definitions of Just Culture, Security Incident, Security Occurrence, Security Vulnerability and Security Threat.
Frontline personnel, such as flight or cabin crew members, maintenance technicians and ground handling personnel, are in the best position to note abnormalities that could indicate real or potential security threats, or any other security concerns, so they may be brought to the attention of the head of security and other relevant managers. 
[bookmark: 0.401835597700948]□ Applicable aviation security authorities would be notified in accordance with SEC 4.3.2 when a legitimate security incident or security occurrence has been identified through the operational security reporting system. 
The effectiveness of a reporting system is determined by a basic requirement for safeguarding information. Typically, individuals will continue to provide information only when there is confidence that such information will be used only for the purpose of improving operational security and will never be compromised or used against them. 
A system that encourages and promotes reporting from personnel might include: 
· A process that protects the confidentiality of the report;
· A process that provides for review by corporate security personnel;
· An articulated Just Culture policy that encourages reporting of security incidents or events, even if resulting from human error; 
· A shared responsibility between personnel (or, if applicable, respective professional associations) and management to promote the confidentiality of the reporting system; 
· A process for secure de-identification of reports;
· A tracking process of action taken in response to reports;
· A process to provide feedback to the reporter, when appropriate;
· A communication process for ensuring frontline operational personnel, as well as other relevant personnel, are apprised of potential security issues through dissemination of de-identified report information. 
An operational reporting system is implemented as permitted by law or as restricted by other specified obligations placed on an operator. 
A security reporting system, regardless if developed separately or in conjunction with other operational reporting system(s), is normally designed in a way that enables analysis and the undertaking of necessary actions. 
Typically, an operator’s reporting system includes its own staff and, as applicable, that of service providers as reporting is a service provider’s obligation under the IATA Standard Ground Handling Agreement provisions. 
Qualitative and quantitative analysis of security data would be facilitated if the operator uses a harmonized taxonomy for the classification of reports. In this regard, an operator might refer to the IATA Safety Incidents Taxonomy (ISIT), which includes security taxonomy. Expanding harmonized taxonomy to service providers would benefit security threat, vulnerability and event analysis by allowing for more consistency, benchmarking and security performance measurement. 
[bookmark: 0.401835597700950]△ IATA has established a new database system called the Incident Data Exchange (IDX). IDX will permits operators to report security incidents and security occurrences for uploading into the IDX safety management database for subsequent analysis by users. The IDX submission process requires submission of security incident and security occurrence reports using a common taxonomy (ISIT) that is aligned with the IDX security taxonomy. See SEC 4.3.3, which addresses the reporting of security incidents and security occurrences to IATA for inclusion in the IDX. 
[bookmark: 0.401835597700951]△ Refer to ORG 3.1.3 and ORG 3.1.4 located in ISM Section 1 for information that addresses an operational safety reporting systems. 


 
 
	SEC 1.12.2

	[bookmark: 0.401835597700952]△ The Operator shall have a process to ensure security information, security incidents, security occurrences and acts of unlawful interference that have been reported by personnel in accordance with SEC 1.12.1 or are derived from states or other relevant sources are reviewed by operational and security management to ensure: 
i. Root cause is identified;
ii. A security risk assessment is conducted;
iii. Corrective action is determined;
iv. When applicable, corrective action is implemented and monitored to ensure effectiveness in preventing future incidents or occurrences. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Observation)
☐ Implemented not Documented (Observation)
☐ Not Documented not Implemented (Observation)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
[bookmark: 0.401835597700954]△ ☐ Identified/Assessed security risk management process (focus: incidents, occurrences, acts of unlawful interference derived from internal reporting and external sources is evaluated and, as applicable, subjected to the security risk management process 
☐ Interviewed responsible manager(s). 
[bookmark: 0.401835597700955]△ ☐ Examined selected security risk management reports (focus: root causes identified, risks assessed, corrective actions developed and implemented/monitored). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
[bookmark: 0.401835597700956]△ An effective process provides for a review and analysis of each report to determine the risk associated with the reported issue and, where applicable, ensures development and implementation of appropriate action by responsible management to correct the situation. 
[bookmark: 0.401835597700957]□ In addition, an effective process provides for a review and analysis of information derived from each report and from external sources to determine the need for risk assessment and, when applicable, the development and implementation of appropriate risk control action by responsible management to mitigate the security risk. Effective security risk management ensures security information, security incidents and acts of unlawful interference are acted upon under a security methodology that evaluates and address security threats, vulnerabilities and associated consequences. 


 
 
2 Training and Qualification

2.1 Training Program
	SEC 2.1.1

	[bookmark: 0.401835597700958]△ The Operator shall have a security training program that is approved or accepted by the State and meets applicable requirements of other states. Such program shall consist of initial, recurrent and, where applicable, requalification training that comprises, as appropriate, theoretical and practical training to ensure: 
i. Personnel, employed by or under the control of the Operator who implement security controls understand security awareness and reporting, and have the competence to perform their duties; 
ii. Flight and cabin crew members, as well as frontline aircraft ground handling and cargo handling personnel, are able to act in the most appropriate manner to minimize the consequences of acts of unlawful interference and disruptive passenger behavior. (GM)
Note: 
If permitted by the State, the program shall ensure applicable personnel have completed appropriate security background checks in accordance with SEC 1.5.3 prior to attending any training that contains sensitive or restricted security information. 
Note: 
Applicable personnel shall complete initial security training prior to being assigned to operational duties.

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
[bookmark: 0.401835597700961]△ ☐ Identified/Assessed security training program (focus: approval/acceptance by State; meets applicable requirements of other states; background checks required prior to personnel attending training). 
☐ Interviewed responsible manager(s). 
☐ Examined selected security training program curricula (focus: contain theoretical and practical training elements). 
☐ Examined selected ground/cargo handling personnel training records (focus: completion of initial/recurrent security training). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Training may be sub-divided for line managers/supervisors, aircrew, ramp workers, cargo personnel and other personnel who are directly involved in the implementation of security measures and thereby require an awareness of obligations to the AOSP. 
The security training program is typically integrated into the normal training curriculum for operational personnel and need not be stand-alone training. 
The proportion of theoretical and practical training is typically based on requirements of the State. For certain functions or duties there may not be a practical component. 
The scope of recurrent security training, as well as the specific subject matter included, may vary in accordance with requirements of the applicable authorities and the security policy of the operator. 
[bookmark: 0.401835597700962]□ An existing background check from a previous employer may be acceptable if still time valid. 
[bookmark: 0.401835597700963]□ Different training tools for security awareness and security incident reporting have been developed by states and the Industry. The use of IATA’s “See it Report it” training and certification tool is one method for the operator to demonstrate conformity with the relevant specification in this provision. (https://www.iata.org/whatwedo/security/Pages/security-management-system-sems.aspx) 


 
 
3 Security Operations

3.1 Access Control
	SEC 3.1.2

	The Operator shall ensure measures are in place to control and supervise personnel and vehicles moving to and from the aircraft in security restricted areas to prevent unauthorized access to the aircraft. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed measure(s) to control and supervise the movement of personnel and vehicle to and from the aircraft in the security restricted area(s) 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Procedures are in place to ensure airline personnel intercept any person identified as having no need to be on board or near the aircraft. 
In some environments, it would be prudent not to leave an in-service aircraft unattended. Precautions may be taken to prevent unauthorized access to aircraft that are not in service and are parked and unattended. For example, all external doors may be locked, all stairs and loading bridges are removed (or locked) and any steps left near the aircraft are immobilized. 
Passengers boarding or disembarking from flights using the apron are to be supervised when passing from the terminal building to the aircraft. Such measures are applied whether the passengers are walking or are being transported in vehicles. 
Particular care is taken to ensure only crew members, authorized representatives and officials, and bona fide passengers are permitted access to the aircraft. 


 
 
	SEC 3.1.3

	[bookmark: 0.401835597700973]△ The Operator shall ensure access control measures and security screening measures as mandated by the State are in place to prevent the introduction of unauthorized weapons, explosives or other dangerous devices or items on board an aircraft by persons other than passengers. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to prevent the introduction of unauthorized weapons, explosives or other dangerous devices on board an aircraft. 
☐ Examined records of the capture and prevention of unauthorized weapons, explosives or other dangerous devices on board an aircraft. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
[bookmark: 0.401835597700974]□ Typically, access control and security screening measures will apply to personnel of the operator and service providers. Measures that apply to access control and screening of personnel are documented in the AOSP and/or other operational manual(s). The baseline for such measures typically would be that a person: 
· Holds a valid authorization to enter a security-restricted area (based on, as a minimum, a background check, operational needs and completion of security awareness training); 
· Is subjected to screening (combination of equipment and procedures aimed at identifying and/or detecting all potentially dangerous items, substances, and devices that could be used to commit an attack). 
[bookmark: 0.401835597700975]□ As a reference, ICAO Annex 17 requires states to establish measures to ensure applicable personnel are screened prior to entry airport security restricted area, including use of appropriate screening methods capable of detecting explosives either continuously or in an unpredictable manner. 
An effective method to deter or detect illegal access to aircraft is the implementation of frequent but irregularly timed patrols by security personnel. This is particularly important when operations are at their lowest levels and aprons and hangar areas are least frequented. Such patrols are normally conducted by airport personnel. 
Additional measures to prevent unauthorized access to passenger aircraft may include: 
· Parking aircraft in a well-lit area; adding security lighting, if necessary;
· When possible, parking aircraft in an area visually observable and/or covered by CCTV;
· Parking aircraft away from fences or buildings that might provide easier access;
· For aircraft parked overnight, depending on the assessed risk at the location, applying a tamper-evident seal to all exterior doors accessible without aids or verifying the identity of all persons who access the aircraft to ensure a legitimate reason for accessing the aircraft; 
· For aircraft parked remotely from a loading bridge: 
· Closing all exterior doors and exterior hatches of the aircraft;
· Removing all stairs;
· Ensuring no portable stairs, lift devices or passenger transfer vehicles are in the immediate vicinity of the aircraft.
· For aircraft parked with access to a loading bridge: 
· Closing all exterior hatches of the aircraft;
· Closing all exterior doors of the aircraft not served by a bridge;
· Locking the door between the terminal and the bridge;
· Ensuring no portable stairs, lift devices or passenger transfer vehicles are in the immediate vicinity of the aircraft;
· Locking or keeping under constant surveillance doors that provide access to the bridge from the apron or retracting the bridgehead from the aircraft and deactivating the bridgehead positioning controls. 


 
 
3.3 Carriage of Weapons
3.4 Passengers, Supernumeraries and Cabin Baggage
	SEC 3.4.1

	If the Operator conducts passenger flights, the Operator shall have a process to ensure originating passengers and their cabin baggage are subjected to screening prior to boarding a passenger aircraft for; 
i. An international flight;
ii. As required by the applicable aviation security authority, a domestic flight. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to ensure all passengers and their cabin baggage are screened prior to boarding a passenger aircraft for international flights. 
☐ Identified/Assessed process(es) for the screening of originating passengers and their cabin baggage for domestic flights (if required by the applicable aviation security authority). 
☐ Interviewed responsible manager(s). 
☐ Observed passenger/baggage handling operations (focus: originating passengers/cabin baggage are subjected to screening prior to aircraft boarding). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definition of Domestic Flight.
The effective screening of all passengers and their cabin baggage is recognized as an essential element in achieving a safe and secure operation, and forms part of the passenger handling procedures contained in the AOSP. 
Technical equipment used for the screening of persons and baggage has certain limitations. Archway metal detectors and hand-held metal detectors, for example, cannot detect non-metallic weapons and explosives. Even conventional X-ray equipment does not always image or define explosive material effectively. To compensate for such limitations, or to introduce a random element into the selection process, it may be advisable to conduct an additional search of passengers and cabin baggage after they have been screened. The additional screening can be performed by hand or by technical means, such as explosive trace detection (ETD), full-body X-ray, explosive particle or vapor detection portals and/or other approved advanced technological methods. 
It is recommended that screening equipment used to assist screening personnel is capable of detecting explosive materials and/or explosive devices that might be carried by passengers either on their person or in cabin baggage. 
If the use of explosive detection screening equipment is not continuous, then it is recommended that such equipment be used on a random basis to ensure non-predictability by passengers and others. 
Specific guidelines and procedures are developed and training is given to personnel for addressing persons with special needs.


 
 
	SEC 3.4.3

	If the Operator conducts passenger flights, the Operator shall have a process to ensure transfer and transit passengers and their cabin baggage either: 
i. Are subjected to screening prior to boarding a passenger aircraft, or
ii. Have been screened to an appropriate level at the point of origin and subsequently protected from unauthorized interference from the point of screening at the originating airport to the departing aircraft at the transfer or transit airport. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified process(es), when required, to ensure all passengers and their cabin baggage are screened prior to boarding a passenger aircraft. 
☐ Identified/Assessed criteria used to determine whether passengers and cabin baggage are re-screened at the transit/transfer airport or if one-stop-security is applied. 
☐ Observed screening measures being implemented for transfer and transit passenger and their cabin baggage, as applicable. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definition of Unauthorized Interference.
Transit and transfer passengers and their cabin baggage may not require screening prior to admission to an airport sterile area if, in the judgment of the appropriate authority for security, the standard of screening en route and at the airport of embarkation is equal or comparable to that of the admitting state. However, measures ought to be established to ensure transit or transfer passengers do not take unauthorized articles on board an aircraft. 


 
 
3.5 Special Category Passengers
	SEC 3.5.1

	If the Operator conducts passenger flights, the Operator shall have a policy and a process that incorporates risk assessment measures to ensure procedures are in place for the transport of potentially disruptive passengers who are obliged to travel because they have been the subject of judicial or administrative proceedings. Such procedures shall be designed to take into consideration the assurance of the safety of the aircraft during the flight. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed policy and process(es) in place for the transport of potentially disruptive passengers. 
☐ Identified/Assessed process(es) used to assess the risk posed by any potentially disruptive passenger. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definitions of Deportee and Inadmissible Passenger.
Airlines that have transported people who have been refused entry to a state can be called upon to return such person(s) to the port of embarkation. Such removal is accompanied by a judicial order of removal. 
Those responsible within the organization of an operator for compliance with judicial orders (e.g., station managers) inform the PIC and cabin crew at the point of embarkation. Transit and destination airports also need to be advised that such a person is being carried. The original operator advises all other operators involved in the transport of the inadmissible passenger to their final destination. 
The following information is provided to the originating operator, as well as subsequent operators: 
· Name and sex of the person identified as the deportee; reason for deportation (nature of crime);
· Willingness or unwillingness to travel by air;
· Whether the person has attempted to escape custody;
· Whether the person has any history of violence;
· Whether the person has a history of self-harm;
· Whether members of the person's family are booked on the same flight;
· Whether the person is likely to be the target of harm during the transportation;
· Identity of escorts (if required);
· The mental and/or physical state of the person;
· Wanted status of the person (by any other authority);
· Other information that would allow an operator to assess the risk of endangering the security of the flight;
· Special conditions and precautions for transport of the person, if any.
To ensure the safety of the aircraft during a flight, an operator typically has a process to assess the information (see above) associated with the transport of passengers that require special attention. For example, a decision might be needed as to whether a passenger will be denied boarding, or whether a passenger might require an escort. 
Accordingly, there is usually a well-defined escort policy that is provided to the appropriate immigration authorities. Females travelling under the provisions of a judicial order may require a female escorting officer as a member of the escort team. 
Special provisions may exist for flights where transportation of multiple inadmissible passengers is required.
Although a person is involved in travel in response to a judicial or custodial order, while in flight, such passenger is always under the control of the PIC and crew of the aircraft. 


 
 
3.6 Hold Baggage
	SEC 3.6.1

	[bookmark: 0.401835597700983]△ If the Operator conducts international passenger flights, the Operator shall have a process to ensure originating hold baggage, including courier baggage, is: 
i. Subjected to screening prior to being loaded into an aircraft for an international passenger flight;
ii. Protected from unauthorized interference from the moment of acceptance until loaded on board the aircraft. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) for ensuring all originating checked baggage is subjected to screening prior to being loaded onto an aircraft. 
☐ Interviewed responsible manager(s). 
☐ Observed passenger/baggage handling operations (focus: originating hold baggage is subjected to screening prior to being loaded onto an aircraft for an international flight). 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
All checked baggage loaded on international flights is examined by authorized screeners using approved screening methods. Each state will have varying regulations and requirements, but typically approved screening methods include: 
· Explosive detection systems (EDS);
· Explosive trace detection (ETD);
· X-ray;
· Physical search;
· Canine.
Where the State delegates screening to the operator, or where the foreign host government does not perform screening to the standard required, the operator is responsible for ensuring all checked baggage is screened to the appropriate level and meets the requirements of the Operator. 
In the event of an increased threat, the operator, based on risk assessment, may direct supplementary screening procedures as appropriate to counter the threat. 
Courier service is an operation whereby shipments tendered by one or more shippers are transported as the baggage of a courier passenger on board a scheduled airline flight under normal passenger hold baggage documentation. 
This provision also refers to a person who is employed by a courier service operator and travels as a passenger or crew member, and who checks a courier shipment in as hold baggage. Such baggage is then screened under the same requirements that apply to all hold baggage. 


 
 
3.7 Cargo Shipments
	SEC 3.7.1

	If the Operator transports revenue or non-revenue cargo, the Operator shall have a process to ensure cargo shipments for transport on all flights have been subjected to the appropriate security controls, including screening where required, as established by the applicable state(s) prior to being loaded onto an aircraft. 

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) to ensure cargo has been subjected to the appropriate security controls. 
☐ Identified/Assessed process(es) to ensure security controls performed on cargo meet the requirement of the applicable state(s). 
☐ Examined selected records that reflect implementation of cargo security controls. 
☐ Interviewed responsible manager(s). 
☐ Other Actions (Specify)
Click or tap here to enter text.


 
 
3.8 In-Flight, Catering and Other Supplies
3.9 General Protection
4 Security Threat and Contingency Management

4.1 Threat Management
	SEC 4.1.1

	The Operator shall have processes for maintaining a constant review of the level and nature of security and cybersecurity threats to civil aviation, and for identifying direct or potential threats against the Operator and/or its aircraft operations. For threats that have been identified, such processes shall include: 
i. An assessment of associated risks and vulnerabilities;
ii. Development of appropriate response measures. (GM)

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Finding)
☐ Implemented not Documented (Finding)
☐ Not Documented not Implemented (Finding)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed process(es) for monitoring level and nature of security threats to civil aviation (focus: identification of threats to operator, assessment of associated risks, development of response measures). 
☐ Interviewed responsible manager(s). 
☐ Examined methods used to monitor security threats to civil aviation. 
☐ Examined selected records of threats identified, risk assessments and appropriate response measures. 
☐ Other Actions (Specify)
Click or tap here to enter text.

	Guidance
Refer to the IRM for the definition of Cybersecurity.
To ensure threat assessment remains up to date and relevant to the changing environment, an operator will have mechanisms in place that allow it to collect real-time (or close to real-time) security threat information from both open and, if possible, restricted sources. Included would be relevant information shared or provided by applicable states for the purpose of assisting the operator in (1) identifying direct or potential threats to its operations and (2) conducting effective security risk assessments. 
Processes would include, based on threat information received, periodic security risk assessment(s), with the focus on airports it operates to, usual flight routes and any locations where it may have assets. 
Furthermore, significant security or geo-political events would also be monitored to indicate the possible need for unscheduled security risk assessments and, if applicable, development of appropriate response measures. 
Procedures might also include instructions for communicating security threats to persons responsible for making decisions and taking action, as well as providing advice to the flight crew. Means of communication and details of telephone numbers, emergency radio channels and contact persons would be readily available to ensure a response to threats without delay. 
An operator’s security threat review process will typically include an Aircraft Cyber Risk Assessment Framework (ACRAF) that is implemented and integrated in its risk management framework to ensure: 
· Critical systems, information, assets and data (CSIAD) relative to the aircraft are identified; 
· Cyber threats relevant to the identified CSIAD are analyzed to determine corresponding risks to aircraft operations; 
· Cyber risks are assessed to determine the requirement for risk mitigation action(s).
Risk mitigation actions are an output of the risk assessment process and are implemented in operations. In addition, any risks and vulnerabilities discovered during the process would be reported to the applicable OEMs and other relevant external providers. 
An operator typically identifies one senior management official that is accountable for the risk management of cybersecurity operations and has the authority to plan and allocate the resources necessary to manage cybersecurity risks. 
Risk management framework preparation step
The aircraft cyber risk assessment is typically established at the aircraft life-cycle operations level. A first preparation step would be consistent with the latest revision of the NIST SP800-37, which ties back to ISO/IEC 27001:2013 and based on (Information Technology Infrastructure Library) ITIL or ISO/IEC 31000 principles. The following would be defined within the operator’s risk management framework: 
· How to identify the risks that could cause the loss of confidentiality, integrity, and/or availability of your information
· How to identify the risk owners for each risk
· Criteria for assessing consequences and assessing the likelihood of the risk
· How the risk will be calculated
· Criteria for accepting risks.
· Risk owners accept residual risks and approve the risk treatment plan.
Note: 
Risk Assessment is normally conducted on a regular basis.
Identification and categorization of CSIAD step
The identification and categorization of the aircraft CSIAD and interconnected CSIAD, and the information processed, stored, and transmitted, would normally be based on an impact analysis. The categorization via an impact analysis would follow the latest guidance version of FIPS 199 and NIST Special Publications SP 800-30, 800-59, 800-60. 
Evaluation of threats against CSID element step
Once the above step is completed, each identified CSIAD element would go through the evaluation of threats against it, the development of the security requirements and the selection of security controls that will protect the element. The security requirements would normally follow the latest guidance version of the NIST Special Publications SP-800-171. 
Protection of CSIAD via Security Controls step
The selection of security controls, which support technical, operational and management security performance requirements and are within the confidentiality, integrity and availability (CIA) context, would follow the latest guidance version of FIPS 199 and 200 for minimum security requirements and NIST Special Publications SP 800-30, 800-53 for security control selection guidance for non-national security system. CNSS instruction 1253 can also help support this step for national security systems. Implementation would follow the latest guidance version of the NIST SP 800-53, 800-53A, 800-53B. 
Assessment of effectiveness of the selected Security Controls step
After implementation of the selected security controls, the operator would continue to assess cyber threats relative to the CSIAD, determine any residual risks to aircraft operations and determine the need for additional mitigating actions to supplement or replace existing security controls. The assessment activity would typically follow the latest guidance version of NIST SP 800-53A, 800-53B and SP 800-70. 


 
 
	SEC 4.1.3

	The Operator shall have procedures for sharing, as appropriate, with the State, relevant operators, airport authority, air traffic service and external service providers, in a practical and timely manner, relevant information to assist in the implementation of an effective security risk assessment process. (GM)
Note: 
This provision is applicable to the Operator only if procedures for sharing the specified relevant information are approved by the State. 

	☐ Documented and Implemented (Conformity)
☐ Documented not Implemented (Observation)
☐ Implemented not Documented (Observation)
☐ Not Documented not Implemented (Observation)
☐ N/A

	Auditor Comments:
Click or tap here to enter text.

	Auditor Actions
☐ Identified/Assessed procedures for sharing relevant security information with the specified entities. 
☐ Observed implementation of appropriate security measures in response to security threats and threat levels issued by aviation security. 
☐ Interviewed responsible manager(s). 
☐ Examined selected records of security information sharing. 
☐ Other Actions (Specify) 
Click or tap here to enter text.

	Guidance
The information shared typically would include, but not be limited to, geopolitical information at the national and airport level as well as potential flight paths, identified security deficiencies, security inspection and audit results, and security measures implemented. 
[bookmark: 0.401835597700997]□ It is important that the procedures for sharing information are approved by the State and developed according to guidelines established by the State. 


 
 
4.2 Contingency Planning
4.3 Investigation and Notification
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